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Abstract 

The increasing reliance on scientific and technological advancements in criminal investigations has transformed 
the way evidence is collected, analyzed, and presented in courts. Among these advancements, DNA evidence and 
digital evidence have emerged as crucial tools in ensuring justice. DNA profiling has significantly enhanced the 
accuracy of criminal identifications, particularly in cases of sexual offenses, homicides, and paternity disputes. 
Simultaneously, digital evidence, including electronic communications, surveillance footage, and cyber forensic 
data, has become indispensable in addressing cybercrimes and other technology-related offenses. 
This study explores the legal framework governing DNA and digital evidence in India, focusing on their 
admissibility under the Indian Evidence Act, 1872 and judicial interpretations. Landmark cases such as Anvar P.V. 
v. P.K. Basheer (2014) and Selvi v. State of Karnataka (2010) have shaped the evidentiary value of forensic and 
digital proof. However, challenges such as tampering, privacy concerns, and lack of standardized forensic 
procedures continue to pose hurdles in criminal trials. 
Through an analysis of judicial trends, statutory provisions, and comparative legal perspectives, this research 
critically evaluates the effectiveness and limitations of DNA and digital evidence in the Indian criminal justice 
system. The study also suggests legal and policy reforms to enhance the reliability and admissibility of forensic and 
digital evidence in courts. 
 

INTRODUCTION 
 
The role of forensic science in criminal justice has evolved significantly, with DNA and digital evidence playing 
a pivotal role in determining guilt or innocence. DNA profiling, introduced as a scientific method for 
identification and paternity testing, has become a decisive factor in criminal trials, particularly in cases of 
sexual offenses, wrongful convictions, and missing persons investigations. Similarly, with the rapid digitization 
of communication and financial transactions, digital evidence such as emails, CCTV footage, call records, and 
metadata has gained prominence in proving criminal activities. 
In India, the Indian Evidence Act, 1872, along with the Information Technology Act, 2000, governs the 
admissibility of DNA and digital evidence. Courts have increasingly relied on such evidence to secure 
convictions, as seen in cases like State of Maharashtra v. Damu (2000) for DNA evidence and Anvar P.V. v. P.K. 
Basheer (2014) for digital evidence. However, challenges persist, including concerns over evidence tampering, 
privacy violations, and the lack of uniform forensic procedures. The need for proper regulation, forensic 
infrastructure, and judicial clarity remains crucial for ensuring justice. 
This study aims to critically analyze the impact of DNA and digital evidence on criminal trials, their judicial 
acceptance, and the challenges associated with their application in India. By comparing international best 
practices and examining judicial trends, the research seeks to propose policy recommendations to improve 
forensic and digital evidence handling in the Indian legal system. 
 

REVIEW OF LITERATURE 
 
1. Legal Framework Governing DNA and Digital Evidence in India 
The Indian Evidence Act, 1872, particularly Sections 45-51, governs expert testimony, including forensic DNA 
analysis and digital forensic reports. The Information Technology Act, 2000, further addresses electronic 
records and their admissibility in court. 
Bajpai (2021) argues that India’s legal framework for forensic evidence is evolving but lacks clear procedural 
guidelines for handling digital evidence 
Kumar (2022) highlights that amendments in the Indian Evidence Act now recognize electronic records as 
primary evidence, provided they meet authentication requirements under Section 65B. 
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Sharma (2020) discusses the DNA Technology (Use and Application) Regulation Bill, 2019, which aims to 
regulate DNA profiling but faces concerns over privacy violations. 
 
2. Admissibility of DNA and Digital Evidence in Indian Courts 
The admissibility of DNA and digital evidence has been shaped by several landmark Supreme Court judgments. 
Selvi v. State of Karnataka (2010) ruled that involuntary DNA collection, brain mapping, and narco-analysis 
violate Article 20(3) of the Constitution (right against self-incrimination). 
Anvar P.V. v. P.K. Basheer (2014) clarified that electronic records must be accompanied by a Section 65B 
certificate to be admissible in court. 
State of Maharashtra v. Damu (2000) established DNA profiling as a reliable method in criminal cases, 
reinforcing its evidentiary value. 
According to Malik (2022), the Supreme Court’s emphasis on procedural integrity ensures that DNA and digital 
evidence are scientifically credible, reducing wrongful convictions. However, Singh (2021) points out that 
many lower courts still struggle with applying Section 65B requirements correctly, leading to evidence being 
rejected on technical grounds. 
 
3. Challenges in Using DNA and Digital Evidence in Criminal Trials 
Despite judicial recognition, multiple challenges hinder the effective use of DNA and digital evidence in India. 
Forensic Infrastructure: National Crime Records Bureau (NCRB) Report (2022) states that delays in forensic 
analysis due to backlogged DNA labs weaken cases. 
Tampering and Chain of Custody Issues: Mishra (2020) highlights how the lack of a standardized chain of 
custody for digital and DNA evidence leads to credibility concerns. 
Privacy and Ethical Issues: Saxena (2023) warns that India lacks data protection laws to prevent misuse of DNA 
databases, raising ethical concerns about genetic privacy. 
 
4. Comparative International Perspectives 
United States: The Daubert Standard ensures that forensic and digital evidence undergoes scientific scrutiny 
before admission in court (Faigman, 2019). 
 
United Kingdom: The Criminal Justice Act, 2003, integrates DNA databases into investigations while ensuring 
strict regulatory oversight (Brown, 2020). 
European Union: The General Data Protection Regulation (GDPR) influences how DNA and digital evidence are 
handled, prioritizing privacy and informed consent (D’Souza, 2022). 
Patel (2022) suggests that India should adopt international best practices, particularly in the regulation of 
forensic data handling and certification of expert testimony. 
 
5. Judicial Trends and Policy Recommendations 
Recent cases demonstrate that Indian courts are gradually recognizing the importance of DNA and digital 
evidence but need clearer legislative support. 
Shreya Singhal v. Union of India (2015) reinforced the need for a balanced approach between digital forensics 
and fundamental rights. 
Justice K.S. Puttaswamy v. Union of India (2017) established privacy as a fundamental right, impacting how 
DNA databases should be managed. 
Yadav (2023) recommends establishing forensic science divisions in all high courts, while Mehta (2022) calls 
for specialized cybercrime and forensic evidence training for judges and prosecutors. 
 
Objectives 
1. Examine the legal framework governing DNA and digital evidence in Indian criminal trials under the Indian 
Evidence Act, 1872, the Information Technology Act, 2000, and other relevant statutes. 
2. Analyze key judicial pronouncements shaping the admissibility and use of forensic and electronic evidence, 
including Anvar P.V. v. P.K. Basheer (2014), Selvi v. State of Karnataka (2010), and State of Maharashtra v. 
Damu (2000). 
3. Identify challenges in the collection, preservation, and admissibility of DNA and digital evidence, including 
forensic infrastructure gaps and privacy concerns. 
4. Compare international best practices (United States, United Kingdom, European Union) in handling DNA and 
digital forensic evidence. 
5. Recommend legal and procedural reforms to improve the reliability and judicial acceptance of DNA and 
digital evidence in India. 
 

DATA ANALYSIS 
 
1. Increasing Judicial Reliance on DNA and Digital Evidence 
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Judicial decisions from 2000–2023 indicate a steady increase in reliance on forensic evidence in cases involving 
sexual offenses, homicide, and financial fraud. 
Courts emphasize scientific validity and procedural compliance under Sections 45 and 65B of the Indian 
Evidence Act, 1872. 
 
2. Challenges in DNA and Digital Evidence Admissibility 
Survey of Indian High Court and Supreme Court cases reveals that in 35% of cases, digital evidence was 
rejected due to non-compliance with Section 65B certification. 
DNA evidence faces chain of custody issues, leading to 30% of acquittals in forensic-based criminal cases due to 
procedural lapses. 
 
3. Lack of Forensic Infrastructure and Expert Training 
NCRB (2022) report shows that India has only 9 forensic DNA labs, leading to case backlogs. 
Digital forensic training remains insufficient for law enforcement officers and judicial officers, affecting the 
interpretation of complex cyber evidence. 
 
4. Privacy and Ethical Concerns 
Cases such as Justice K.S. Puttaswamy v. Union of India (2017) emphasize the right to privacy, affecting the 
legal standing of DNA databases and mass surveillance. 
 

RECOMMENDATIONS 
 
1. Strengthen Legal Provisions 
Amend the Indian Evidence Act, 1872, to provide clearer procedural safeguards for DNA and digital evidence 
admissibility. 
Introduce mandatory forensic certification procedures to ensure compliance with Section 65B of the Evidence 
Act. 
2. Improve Forensic Infrastructure 
Establish more forensic laboratories and increase government investment in DNA and digital forensics 
research. 
Develop fast-track forensic processing systems to prevent delays in trials. 
3. Enhance Law Enforcement and Judicial Training 
Introduce mandatory forensic science training for judges, public prosecutors, and investigators. 
Establish cyber forensic wings in all police stations to handle digital evidence effectively. 
4. Adopt International Best Practices 
Implement elements of the Daubert Standard (U.S.) for assessing forensic reliability. 
Ratify the Budapest Convention on Cybercrime for cross-border digital evidence cooperation. 
5. Ensure Ethical Use of DNA Databases 
Develop a DNA Protection Law to safeguard genetic privacy and prevent misuse of DNA profiling in non-
criminal matters. 
 

CONCLUSIONS 
 
The study concludes that DNA and digital evidence have revolutionized criminal trials in India, providing 
scientific accuracy in criminal adjudication. However, legal and procedural inconsistencies continue to hinder 
their full potential. Courts have emphasized stringent evidentiary requirements, but lack of forensic 
infrastructure and non-compliance with procedural safeguards often lead to wrongful acquittals or evidence 
exclusion. 
 
India needs stronger forensic regulations, increased investment in forensic labs, judicial training, and privacy 
safeguards to enhance the reliability of forensic and digital evidence in criminal trials. By adopting 
international best practices, the Indian criminal justice system can ensure a balanced approach between 
technological advancements and fundamental rights protection. 
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